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Think about someone taking control of your car while you're driving. Or, someone hacking into a drone and
taking control. Both of these things have been done, and both are attacks against cyber-physical systems
(CPS). Securing Cyber-Physical Systems explores the cybersecurity needed for CPS, with a focus on
results of research and real-world deployment experiences. It addresses CPS across multiple sectors of
industry.

CPS emerged from traditional engineered systems in the areas of power and energy, automotive, healthcare,
and aerospace. By introducing pervasive communication support in those systems, CPS made the systems
more flexible, high-performing, and responsive. In general, these systems are mission-critical?their
availability and correct operation is essential. This book focuses on the security of such mission-critical
systems.

Securing Cyber-Physical Systems brings together engineering and IT experts who have been dealing
separately with these issues. The contributed chapters in this book cover a broad range of CPS security
topics, including:

Securing modern electrical power systems●

Using moving target defense (MTD) techniques to secure CPS●

Securing wireless sensor networks (WSNs) used for critical infrastructures●

Mechanisms to improve cybersecurity and privacy in transportation CPS●

Anticipated cyberattacks and defense approaches for next-generation autonomous vehicles●

Security issues, vulnerabilities, and challenges in the Internet of Things●

Machine-to-machine (M2M) communication security●

Security of industrial control systems●

Designing "trojan-resilient" integrated circuits●

While CPS security techniques are constantly evolving, this book captures the latest advancements from
many different fields. It should be a valuable resource for both professionals and students working in
network, web, computer, or embedded system security.
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From reader reviews:

Jack Baldwin:

With other case, little persons like to read book Securing Cyber-Physical Systems. You can choose the best
book if you want reading a book. Provided that we know about how is important a book Securing Cyber-
Physical Systems. You can add information and of course you can around the world by a book. Absolutely
right, simply because from book you can recognize everything! From your country till foreign or abroad you
may be known. About simple point until wonderful thing you could know that. In this era, we could open a
book or searching by internet product. It is called e-book. You can use it when you feel uninterested to go to
the library. Let's study.

James Brecht:

Reading a e-book can be one of a lot of task that everyone in the world adores. Do you like reading book
therefore. There are a lot of reasons why people enjoyed. First reading a guide will give you a lot of new
info. When you read a guide you will get new information mainly because book is one of a number of ways
to share the information or even their idea. Second, studying a book will make you more imaginative. When
you studying a book especially fictional works book the author will bring you to definitely imagine the story
how the character types do it anything. Third, you could share your knowledge to other individuals. When
you read this Securing Cyber-Physical Systems, you may tells your family, friends and soon about yours
publication. Your knowledge can inspire the others, make them reading a guide.

Michael Burr:

In this particular era which is the greater individual or who has ability to do something more are more
precious than other. Do you want to become one of it? It is just simple strategy to have that. What you must
do is just spending your time almost no but quite enough to enjoy a look at some books. On the list of books
in the top checklist in your reading list will be Securing Cyber-Physical Systems. This book that is certainly
qualified as The Hungry Mountains can get you closer in getting precious person. By looking way up and
review this reserve you can get many advantages.

Donald Diaz:

Some individuals said that they feel uninterested when they reading a reserve. They are directly felt that
when they get a half elements of the book. You can choose often the book Securing Cyber-Physical Systems
to make your current reading is interesting. Your skill of reading talent is developing when you similar to
reading. Try to choose simple book to make you enjoy to read it and mingle the opinion about book and
studying especially. It is to be first opinion for you to like to start a book and examine it. Beside that the
guide Securing Cyber-Physical Systems can to be your brand-new friend when you're sense alone and
confuse with the information must you're doing of that time.
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